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Introduction

There are many proof points to the value of using SaaS or
cloud-based business applications. They offer fast deployment,
and thus fast return on investment. SaaS products require little
technology overhead; any business can be up and running on
SaaS CRM applications with a basic deployment in a matter of
hours. And, the monthly or annual subscription presents a lower
risk cost model.

But simply jumping into a SaaS deployment for your critical
business applications, and housing critical data in just any SaaS
vendor can present serious risk. In this eBook, we will outline
the risks associated with choosing the wrong cloud or SaaS
application; and offer some suggestions for creating a solid
business continuity plan for your critical business apps.
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Section I:

Is Your SaaS Vendor “Too big to Fail?” Think again...

When making the decision to deploy a SaaS or cloud-based business
application such as a CRM system, many factors come into play. You
want the best feature set that aligns with your business needs. And, it is
also important to choose a vendor that has the financial viability that best
insures you will have a smooth and issue-free experience over the entire
course of your use of the software.

Many decision-makers assume that deploying a product from a “big company”
unquestionably means that product will never see any disruption. However, this is
not always the case. Take a look at Google. As one of the largest companies in the
world, many developers and consumers thought it a smart bet to use and develop
on top of its “Google reader” tool. However, with little warning, Google decided

to discontinue development and even access to the cloud-based product. If one
of the world’s largest companies can alter or end a product’s life — what about
significantly smaller companies?

A mostly consumer oriented product being discontinued is one thing, but what
about when a product that runs critical business processes disappears? This was
the case with Entellium, which became embroiled in a legal and financial scandal in
2009 and ultimately — the product was abandoned leaving all of its user base out
to dry.

The point is — both large and small companies can terminate development or
support of a product. The best way to plan for this type of disruption is to choose a
vendor that offers you solid protection in case of disaster or prolonged downtime,
with the ability to own your software and run it anywhere — not solely access it from
a single, limited cloud environment.
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Section Il:
Not Just an IT Issue

Many arguments for deploying SaaS software is that it “just works,” and
is simple for users to deploy and use without necessarily leveraging

IT. But end users of SaaS need to understand the details of service
delivery. There are three major areas that can affect your business as
usual — maintenance, software upgrades and outages. When is routine
maintenance scheduled and how long will the system be down during
that period. How frequently are software upgrades made? How can the
upgrades affect your application and usage?

Imagine coming in to work on a Monday morning — and the tools you use to

do your job were nearly unrecognizable due to a major product upgrade”? How
would that affect your productivity for the short term? Or, imagine as a manager
of dozens of sales reps you get the message that you need to immediately begin
training on a new CRM because the old system is “going away.” Imagine if this
happened near the end of the quarter.

IT is responsible for maintenance and upgrades for software they deploy, and
usually taxed with planning for unexpected changes; however, it is the users —
and ultimately the business, that feels the negative effects.

Research firm Gartner estimates
that an hour of downtime for a
critical system costs a company
$42,000 on average.

5 Making the Sound Choice: Avoid the Common Pitfalls when Choosing a SaaS Vendor



Section lll:
The Costs of Discontinuity

When you rely on software applications to run critical parts of your
business, for example your sales pipeline - any downtime is costly. Profit-draining potential
The inability to access data, reach and respond to customers, or close
business equates to lost revenue or other hard costs. Research firm
Gartner estimates that an hour of downtime for a critical system costs a
company $42,000 on average.

A mere minute of downtime can
bring big losses.

Now, think about if your sales automation or customer support system was not
just down for a few minutes or hours — but possibly for weeks. If you unexpectedly,
or even with some warning, lose access to your systems — rebuilding that same Supply chain $11,000
system with another software product takes time and lots of energy. management

Additional costs include: E-commerce $10,000
Purchase of replacement software Customer service $3,700
Staff or consultants to replicate customizations in the new system ATM/POS/EFT $3.500
Staff learning curve and training costs Financial $1.500
Management ’

Potential legal costs for re-acquiring data (see more below) ,
Human capital

management $1,000
All of these costs are significant. They can hinder operations at the largest of
organizations, and could be catastrophic for smaller businesses. Thus, it is of Messaging $1,000
utmost importance to insure you have access to your data and system in light of
any type of disaster or unforeseen “shut off” of your SaaS applications. Infrastructure $700

Source: Alinean
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Section |V:
It’s Your Data - Own It!

When SaaS applications first rose in popularity in the last decade, the
main objections to the model focused on data security. Accessing data
stored outside company firewalls took some getting used to — but now
most organizations have a high comfort level knowing their data is
housed “in the cloud,” and not on their servers.

Still, when working with an application provider — it is important to make the right
choice in providers to insure that:

Your data is always “yours”
You will always have access to your data

You can get retrieve ALL of your data regardless of the fate of the
SaaS provider

When another vendor hosts your data, you should also insure that the provider

is not using your customer data for any of its own uses. Some CRM SaaS
vendors, for example, use customer data in their SaaS environment to power data
services, such as contact lists that can be sold as a side business. You know you
dislike having your name added to rented contact lists — don’t let your customer
information get sold out from under you (possibly to your competitorsl!).

Questions to ask a potential SaaS provider:
How often can | export my data?
Can | export in multiple formats?

Can | export only the database? What about unstructured data like
activity streams, call records, and other system meta-data.

How do you guarantee access to my data in the event of disaster or
business discontinuity?

If the potential vendor cannot answer these questions, and more important “put it
in writing” as part of their SLA — you may want to re-think your choice.
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Section V:
Making a Sound Choice

When making a business application decision,
so many factors come in to play:

i= Features - You want the system to work the way you work.
lfj Usability — Users need intuitive tools.

E Cost — You want both of the above, without breaking the bank.

However, while many SaaS offerings offer these attractive benefits, sometimes at a
seemingly attractive price — think about the potential costs involved with prolonged
or indefinite downtimes. When choosing a customer-facing business application,
consider the following questions as a guide:

Are there multiple ways of deploying this software in case my needs
change?
Will | always “own” and have unfettered access to my data”?

Can | still access this software in some manner, even if the vendor
ceases to exist, is acquired, the product is discontinued, or some
other unforeseen event shuts down the SaaS service?

Does the vendor “put it in writing?”

Making the Sound Choice: Avoid the Common Pitfalls when Choosing a SaaS Vendor

...think about
the potential
costs involved
with prolonged
or indefinite
downtimes...”




Section VI:
Conclusions

Deploying software of any kind is an important decision — and should
not be entered into without careful considerations. SaaS or cloud-based
applications offer a lot of user and cost benefits. However, choosing the
wrong SaaS vendor can have catastrophic unforeseen circumstances.

To avoid potential productivity impacts, or crippling downtimes — make sure you
ask the right questions of any potential vendor. Deploy with “future proofing” in
mind. And, whenever possible, be sure to get written business continuity plans in
writing from all of your SaaS providers, either as a stand alone document or baked
into an SLA.

By choosing a SaaS vendor with multiple deployment options, open software
than can outlive the business itself, and a solid business continuity plan — you can
deploy cloud and SaaS apps with the highest level of confidence.

Sources:
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Try SugarCRM for Free

Our free trial comes pre-loaded with data to make it easy for you to use.

No credit card required. Nothing to install. Get started immediately!

Start your free trial today www.sugarcrm.com/try-sugar
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